
Risk Management Framework 

1. Framework Introduction. 

2. Framework Basics. 

3. Using the Framework. 

4. Security Controls Overview. 

 

Insider Threat Awareness 

1. Define insiders and insider threat categories.  

2. Identify insider threat potential vulnerabilities and behavioral indicators   

3. Describe what adversaries want to know and the techniques they use to get information from 

you.   

4. Describe the impact of technological advancements on insider threat.  

5. Recognize insider threat, counterintelligence, and security reporting recommendations. 

 

Insider Threat Programs for the Critical Manufacturing Sector 

1. Understanding the Insider Threat 

2. Establishing an Insider Threat Program 

3. Insider Risk Management Strategy 

4. Case Studies 

5. Policies and Best Practices 

Insider Risk Programs for the Healthcare Sector 

1. Understanding the Insider Risk 

2. Establishing an Insider Risk Program 

3. Insider Risk Management Strategy 

4. Case Studies 

5. Policies and Best Practices 

 


