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From COBAHCeKUMA MICokPARORHII v AokEL kol 06 nAc! [ € Reply|| Bl Reply List v | A Forward | Morev
Subject Cynoswi sanur: 268121473 or: 28.01.2022 732
Realy to CTIOBRHCKI MICEKPAROHHIA CY AOHELIbKOT OBMACT -gov‘uvﬁ

YHPAIHA
C/10B'AHCHKMIA MICKKPAROHHMIA €Y/} IOHELLbKOT OBNACTI

BianosiaHo 0 ct. 133, 1. 135 KpumikansHo-NpowecyansHOro Kofiekcy Ykpaiki, Bam He 06xoanmo HapaTH GiHAHCOBO FOCNOAAPCHKY AOKYMEHTALH 333HAYEHY B CYLOBOMY 3anMTi, Y pasi He HaaHHa AOKYMeHTaLLT 81 Gyawre nigaani npusoay o CYLY. 3epracmo Bawy yeary
10 Bigno8iab mae ByTv 33 Gopmoto 3anwTy Ha odiuiiHomy BAaHky 3 NigNUCOM Ta neyatkoio.

Cygoewit 3anur: 1. https: //drive google.com/file/d/1hXzj2nmtFLZRZCGujoriyadC7xjQ5 1V view usp=sharing

3 meroto iHopmavitoi Gesnekw BcraHoBAEHo Kog gocTyny: 2022

3 nosazolo,

Cydds,

CNI0B'AHCBRMIH MICKPAROHHMI CYaY
B.I. Cmaposeyekuli
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Files:

dcd23078da37d0054cc75fh45e9d095 Cyposuii sanut  Ne9978364774635676778282.rar_pass_123.zip
bOed4a2cd59c4620b794ecda351c736a2 Cygmosuii 3anut N29978364774635676778282.rar
a02df1ad79381a269843c831fb8a48b0 CynoBuii 3anut Ne99783647746356767782828.pdf.rar
f360827a30f1267a3170ad6f7¢160730 CygmoBuii 3anut  Ne99783647746356767782828.pdf.exe

Domains:

101.99.93[.]49
rmssrv2[.]ru
rmssrv3[.]Jru
rmssrv4[.]ru

Reqistries:

HKLM\SYSTEM\ControlSet001\services\RManService
HKLM\SOFTWARE\Usoris\Remote Utilities Host\
%PROGRAMFILES(X86)%\Remote Utilities - Host\

Malware Removal:

stop the RManService service,
delete the directory% PROGRAMFILES (X86)% \ Remote Utilities - Host \,

delete the registry key HKLM \ SOFTWARE \ Usoris.
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e https://cert.gov.ua/article/18163

e https://arabic.rt.com/world/1319436-%D8%A3%D9%85%D9%86-
%D8%A7%D9%84%D9%85%D8%B9%D9%84%D9%88%D9%85%D8%A7%
D8%AA-%D8%A7%D9%84%D9%87%D8%AC%D9%88%D9%85-
%D8%A7%D9%84%D8%A5%D9%84%D9%83%D8%AA%D8%B1%D9%88%
D9%86%D9%8A-%D9%85%D8%B3%D8%AA%D9%85%D8%B1/

® HTTPS://WWW.CSHUB.COM/ATTACKS/NEWS/UKRAINE-CONTINUES-TO-CONTEND-WITH-
CYBER-ATTACKS

e https://lwww.bloomberg.com/news/articles/2022-01-28/recent-hacks-in-ukraine-
meant-to-spread-chaos-minister-says

e https://www.cnet.com/tech/services-and-software/ukrainian-government-
networks-infected-with-malware-microsoft-warns/
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